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This study introduces a hybrid framework that integrates supervised machine
learning (ML) algorithms with the VIKOR (VlseKriterijumska Optimizacija I
Kompromisno Resenje) multi-criteria decision-making (MCDM) technique to
advance anomaly detection and cell ranking in next-generation networks. The
proposed model addresses critical challenges in heterogeneous network
environments, including data imbalance and fault prioritization. Three ML
algorithms—Naive Bayes, Decision Tree, and Random Forest—were evaluated,
with Random Forest achieving the highest accuracy (93.658%). However, the
Decision Tree algorithm demonstrated optimal efficiency, balancing high
accuracy (92.688%) with the fastest execution time (0.04 seconds), rendering it
particularly suitable for real-time applications. The incorporation of VIKOR
enhanced the framework by enabling fault prioritization based on severity and
impact, improving detection of minority fault classes, and supporting multi-criteria
resource management. This hybrid approach resulted in improved system
accuracy, flexibility, and scalability, ultimately contributing to reduced
operational response times and enhanced network reliability. The findings validate
the efficacy of combining ML with MCDM for intelligent fault management and
cell ranking in complex network ecosystems.

Keywords: Multi-criteria decision making, self-organizing networks, self-
healing, faulty cell management, VIKOR, anomaly detection, 5G networks.
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1 Introduction

The proliferation of big data analytics has revolutionized
numerous industries, including mobile communications. For
network operators, analyzing extensive network datasets has
become imperative for efficient management, optimization,
and configuration of next-generation systems. While historical
data provides valuable performance insights, advanced
modeling techniques can reveal critical patterns in self-
configuration, network management, and self-healing
operations. However, manual analysis of these substantial
datasets proves both time-consuming and prone to errors,
necessitating intelligent automated solutions

Recent advancements in artificial intelligence (AI) and
machine learning (ML) have substantially transformed mobile
network operations. These technologies have minimized errors
in self-organizing networks (SONs), improved operational
efficiency, and enhanced revenue streams while reducing
human intervention. Standardized by 3GPP in Release 8 [1],
SON has emerged as a fundamental component of 5G
networks [2]. The transition toward 5G and beyond (B5G) has
precipitated a dramatic increase in network-level metrics,
driven by substantial infrastructure evolution. This growth has
compelled researchers and operators to prioritize data-driven
methodologies to achieve both technical and business
objectives in modern SON environments.

Table 1 lists some network-level failures.

Table 1: Types of network failures

Specific Failure

Failure Category Technical Specifications

Types
Transmission Fiber cuts, Microwave link
degradation >3dB, RF
Systems

attenuation >15dB
BBU processing card failure,

Base Station RRU power amplifier

. Components malfunction, AAS
Hardware Failures .
beamforming faults
Grid outages >5min, UPS
Power 8 .
battery failure, Rectifier
Infrastructure
module faults
Thermal HVAC failures, Temperature
Management  >85°C triggering protection
Kernel panics, Memory
syt Layes leaks >80%, Driver conflicts
Software & o Connection management
. Application Layer state stuck, Resource
Configuration
deadlocks
Configuration  Incorrect Tx power settings,
Errors NRT configuration conflicts

RACH preamble collisions
>15%, Handover
measurement delays >200ms
RSRP < -120dBm within
100ms, Buffer congestion
>90% for 5+ seconds
Adjacent Channel

Access Stratum
Protocol Stack

Control Plane

Interference Interference >-6dB, Thermal
Envi tal noise elevation
nvironmenta Building penetration loss
Propagation >30dB (mmWave), Fast

fading >20dB

To achieve the SON goals, intelligent rule-based techniques
are needed to accurately detect failures and rank cells based on
quality of service.

Mobile network technology has undergone remarkable
evolution since the introduction of 1G in 1983, with the
industry now advancing toward sixth-generation (6G)
systems. Each generational transition has introduced new
technical requirements and innovations, consistently pushing
the industry forward. Figure 1 illustrates the anticipated
technologies expected to drive progress in 5G, B5G, and future
networks.
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Figure 1: Expected technologies in generations 5G/BSG

Advancements in 6G Networks
Beyond current 5G/B5G specifications, 6G mobile networks
are projected to introduce transformative capabilities across
several domains:
o Terahertz (THz) band operation enabling ultra-high-speed
communications
o Intelligent communication environments with adaptive
signal transmission
e Pervasive Al integration for autonomous network
operations
e Large-scale automation minimizing manual intervention
e Reconfigurable front-end systems for dynamic spectrum
access
e Distributed environmental communications enhancing
energy efficiency
e Space IoT utilizing CubeSats and UAVs for global
coverage
e Cell-less massive MIMO ensuring seamless connectivity
(4]
Challenges in Modern Mobile Networks
These technological advancements introduce substantial
challenges in network management, configuration, and self-
healing. Key issues include scalability constraints,
management complexity, manual configuration processes,
operational costs, and network inflexibility. Self-healing
mechanisms in next-generation networks primarily focus on:
1. Anomaly detection and fault identification
2. Root cause analysis and diagnosis
3. Performance maintenance during component failures
4. Defective cell management and compensation [5]
Methodological Evolution and Limitations
Traditional network analysis has relied on rule-based systems,
parametric algorithms, and statistical methods. However, these
approaches demonstrate limited efficacy in heterogeneous
network environments with complex structures. Consequently,

POWER, CONTROL AND DATA PROCESSING SYSTEMS - Vol 3(1), 2026

Page |2




ML-and VIKOR for Anomaly Detection and Cell Ranking in 5G/B5G

Page | 3

research has shifted toward Al and ML techniques employing
numerical approximation methods [6-7].
Machine learning algorithms offer significant advantages over
classical statistical approaches, providing enhanced flexibility
for network cell analysis. Within SON frameworks, three
primary ML paradigms have gained prominence:
1. Supervised learning for fault prediction and
classification
2. Unsupervised learning for pattern recognition in
unlabeled data
3. Reinforcement learning for adaptive decision-making
These methodologies have enabled innovative applications
categorized as:
e ML-based spectrum intelligence and radio resource
management [9]
e ML-based transmission intelligence and signal processing
(9]
e ML-based network intelligence and system optimization
(9]
Research Objectives and Contributions
Despite these advancements, critical challenges persist in
network  scalability, —management complexity, and
configuration overhead. This research addresses these
limitations by developing a hybrid framework integrating
VIKOR multi-criteria decision-making with supervised
machine learning algorithms. The specific objectives include:
1. Enhancing fault detection and diagnosis accuracy
2. Advancing self-healing capabilities through ML
integration
3. Optimizing network performance using Al-driven
decision frameworks
The paper is organized as follows: Section II examines self-
healing activities in next-generation networks. Section III
details the proposed methodology. Section IV presents
experimental results and analysis. Section V concludes with
implementation summary and research contributions.

2 Background Research

In the field of networked self-healing research, three primary
approaches have been widely explored: rule-based, algorithm-
based, and parametric-based methods. Rule-based approaches
rely on empirical rules and are typically suited for small-scale
networks. However, they often suffer from limited accuracy
and increased complexity. Algorithm-based approaches,
grounded in statistical theories, are also applicable to small
networks.

While they offer reasonable accuracy, their flexibility is
constrained when dealing with complex network structures. In
contrast, parametric-based approaches leverage machine
learning (ML), making them highly suitable for large-scale
networks. These methods are characterized by their
adaptability to complex structures, operational simplicity, and
transparency. Table 2 summarizes the advantages and
disadvantages of each approach.

Table 2. General methods for identifying defective cells

- Suitable for small network structures-
- Lack of accuracy
-Increase error
- Very complex formulation

Role-based approaches
Based on empirical rules

- Suitable for small network structures
approaches - Low flexibility for complex structures
Based on statistical - High operational complexity
theories - Fairly accurate

Algorithm-based

- Suitable for large network structures
High
-flexibility for complex structures
- Operational simplicity and
transparency
- Based on data type and quality

Parametric -based
approaches
Based on machine learning

The limitations of traditional statistical algorithms have driven
the adoption of machine learning to enhance both accuracy and
efficiency in self-healing mechanisms. Machine learning
provides greater flexibility in analyzing network cells through
three primary paradigms: unsupervised learning, supervised
learning, and reinforcement learning. Due to the constraints of
rule-based and parametric approaches, ML algorithms have
shifted toward data-driven methods, enabling the automation
of tasks that traditionally required significant human effort.
These systems rely on algorithms and statistical models to
analyze and infer patterns from data. However, the
effectiveness of machine learning is heavily dependent on the
quality of the input data. Without clean, consistent, and high-
quality data, deriving meaningful quantitative insights
becomes challenging.
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Figure 2. Structure of self-healing

Data analysis methods can be categorized into four main types,
ordered by increasing complexity: descriptive, diagnostic,
predictive, and prescriptive analysis. These methods can be
effectively integrated with machine learning techniques to
address the challenges of identifying and compensating for
defective cells in networks. The application of each learning
paradigm can be aligned with the framework illustrated in
Figure 2, tailored to the specific conditions and objectives of
the problem at hand.

In the context of self-healing, the discussion of compensation
focuses on recovering, controlling, and optimizing the
functionality of faulty cells within networks. Conversely, the
detection of faulty cells centers on identifying these
problematic cells within the network. Supervised learning is
typically the primary approach for identifying defective cells.
In next-generation networks, supervised learning is
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particularly valuable due to its predictive capabilities.
Predicting the operational status of each cell at the network
level is essential for reducing operational and capital
expenditures (OPEX and CAPEX) while ensuring the delivery
of desired services to subscribers. This predictive capability
enables operators to make informed decisions in a timely
manner, anticipate potential issues, and implement
compensatory measures for affected cells.

One of the algorithms used in networks for fault detection in
other target operations in the network is the decision tree [10].
In this method, the class of the sample is determined using an
iterative process by moving through the tree levels and
analyzing the existing features. One of the advantages of the
decision tree algorithm is its resistance to noise and its low
computational complexity in large volumes of data, and the
main drawback of this method is the long processing time.
Among the activities carried out with this algorithm, we can
mention the research of Siva Kumar et al [11]. Using this
algorithm, radio link failures in networks have been
investigated. Another activity by Hangli and Zhuqgiao [12]
used the decision tree algorithm to select the appropriate
network for the service according to the existing features. In
the field of faulty cell detection, we can also mention the
research conducted in [13], which was used to classify and
predict faulty cells at the network level. Logistic regression
[14]. is another algorithm that is often used for two-class
learning problems. This method uses a linear model based on
gradient descent to optimize and adjust the model parameters.
For the logistic regression algorithm, the class probability is
expressed based on the sigmoid function. Logistic regression
works well for unbalanced and two-class data. Research
conducted in [15-16] is the application of logistic regression in
Internet networks. For example, Kulkarni et al. [16] used the
logistic regression algorithm to identify failures and errors in
the performance of 5G Internet network antennas. by
simulating several network indicators using this algorithm,
they estimated and identified failures and errors in the
performance of network antennas. The random forest method
[17] is another algorithm that is used in learning processes in
networks. This algorithm is implemented by combining
several main classifiers (decision trees) to create a more robust
and accurate model. The main goal of this method is to solve
the problem of data variance. Research that has been
conducted using random forest in diagnostic processes in
Internet networks can be mentioned in [18-19], in each of
which the random forest method has been proposed as the
central algorithm in the research. In the detection of defective
cells, the implementation research [18] has been carried out
using the random forest method to identify defective cells at
the network level. Other learning methods include algorithms
such as nearest neighbor and support vector machine, which
have been used to identify and diagnose anomalies in network
components such as [20-22]. For example, in the research [20]
and [21], researchers used a combination of SVM and KNN
algorithms to identify anomalies in the structure of cells. In
each of these studies, the main goal has been to identify

outliers in the network structure, and another method used in
these studies is to change the index of neighboring cells, which
to some extent indicates defects and defective cells. In
neighboring cells, in other activities such as [23-24], the main
goal of the research conducted is to identify structural patterns
in network cells. As mentioned, in the process of identifying
defective cells in networks, due to the nature of the data,
supervisory methods are often used to determine the class of
network cells. The reason for choosing such an approach to
solve the problem is the nature of the data used. Using a
reinforcement learning model together with deep learning-
based approaches is often better than classical learning
methods when the data has a large volume of high-dimensional
samples. They are most useful in the discussion of defective
cell compensation because in these algorithms the feature
extraction and selection process is performed automatically. In
this situation, the probability of error in selecting inappropriate
features as well as computational processing is reduced.
Among the researches that can be mentioned is the
combination of reinforcement learning and deep learning to
control the optimization of the network structure in the
management of defective cells for the compensation process,
the activities carried out in [26-27] can be mentioned. In
general, the problem-solving approach in identifying and
compensating defective cells in the network structure can be
determined by focusing on the use of data types.

Table 3. Previous classification of research conducted

ML technique Objective Algorithm

SL/UL Anomaly detection k-NN, LOF
SL Diagnosis FFNN
SL Diagnosis Naive Bayesian
UL Pattern identification Hidden Markov Model
RL Anomaly detection SVM and LOF
UL Pattern identification LOF

SL/UL Anomaly detection DBSCAN algorithm
UL Pattern identification DL, Autoencoder
SL Pattern identification LSTM
SL Anomaly prediction Prophet Algorithm
SL Pattern identification Decision tree
SL Pattern identification DT, SVM, Random Forest
SL Pattern identification SVM, NN
SL Pattern identification Hierarchical clustering

Despite significant advances in mobile network management
and self-healing, several critical challenges remain unresolved.
These challenges hinder the efficient operation, scalability,
and reliability of modern networks, especially as they evolve
towards 5G, B5G, and 6G. Key challenges include:

1. Scalability

As networks expand in size and complexity, traditional
management and self-healing approaches struggle to scale
effectively. This leads to inefficiencies, especially in large-
scale and heterogeneous network environments.

2. Network management complexity
The increasing heterogeneity and dynamic nature of network
infrastructures make it difficult to maintain optimal
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performance using conventional rule-based and parametric
approaches. These approaches often do not adapt to rapidly
changing network conditions.

3. Manual Configuration

Many existing networks still rely on manual configuration
processes that are time-consuming, error-prone, and unstable
for next-generation networks. Automating these processes is
essential to reduce human intervention and improve efficiency.

4. High Costs

The financial burden associated with deploying, maintaining,
and upgrading complex network infrastructures remains a
significant barrier for network operators. Cost-effective
solutions are needed to ensure the sustainability of next-
generation networks.

5. Inflexibility

Traditional methods often lack the adaptability needed to
respond to dynamic network conditions and user demands.
This inflexibility can lead to suboptimal performance and
reduced quality of service (QoS).

6. Data Imbalance

A common issue in fault diagnosis and self-healing is
imbalance in the data set, where the number of defective cells
is significantly lower than that of normal cells. This imbalance
can lead to biased models that prioritize the majority class,
resulting in poor detection rates for faulty cells. Developing
robust algorithms capable of handling unbalanced data is
crucial for accurate fault detection and diagnosis.

7. Lack of fault priority ranking
Current self-healing mechanisms often treat all faults equally,
regardless of their severity or impact on network performance.
This lack of prioritization can lead to inefficient resource
allocation and delayed response to critical issues.
Implementing fault prioritization strategies is essential to
optimize self-healing processes and ensure timely resolution
of high-impact faults.
The increasing complexity and heterogeneity of network
structures exacerbate these challenges and make it difficult for
traditional methods to effectively deal with them. This
highlights the urgent need for innovative solutions, especially
those that leverage artificial intelligence (AI) and machine
learning (ML), to enhance network performance, reliability,
and efficiency.
By integrating advanced ML techniques with multi-criteria
decision-making frameworks, this research aims to fill these
gaps and provide scalable, efficient, and more reliable self-
healing mechanisms for next-generation networks.
Specifically, the proposed approach focuses on:

e Developing robust algorithms to handle unbalanced data

and improve fault detection accuracy.
e Implementing fault prioritization strategies to optimize
resource allocation and response time.

e Automating network configuration and management
processes to reduce human intervention and operational
costs.

3 The proposed algorithm

This study aims to identify defective cells. To achieve this
goal, we use multi-criteria decision making (MCDM)
methods, which are divided into two types: multi-objective
decision making (MODM) and multi-attribute decision
making (MADM). The goal of these decision-making
approaches is to select the best option or evaluate different
decision factors. In this study, the relevant factors include
network-level derived indicators that are crucial for
determining the functional status of each cell. Each assignment
method has its own unique characteristics. Some techniques
focus on evaluating the quality of options, while others
prioritize alternatives or decide on their implementation. In
this study, the VIKOR multi-criteria technique was used to
label the dataset. This technique works by assigning a weight
to each network-level derived indicator to evaluate the quality
of a cell. The score of each cell ranges from 0 to 1. In the
VIKOR method, the best cell receives a high score.

s N
STEP1

Data generation (DG)
5G NR Network Design with ATOLL and genetrate KPI

L (unsupervised DATA SET) )

s N
STEP2
Data preprocessing
\ J
N
STEP3
Scoring & Ranking with vikor
J
N
A=1 NORMAL CELL
B=0 AB NORMAL CELL
(Supervised DATA SET)
J

STEP4
Machine learning algorithms for the prediction phase

Figure3: Proposed process of ranking, recognition and classification

POWER, CONTROL AND DATA PROCESSING SYSTEMS - Vol 3(1), 2026




ML-and VIKOR for Anomaly Detection and Cell Ranking in 5G/B5G

A. Data set

The data used in the research were 67120 samples. According
to the existing protocols in the network, there are 3399
defective cells according to the received indicators used as
input features and also the approach adopted using the VIKOR
method algorithm. It is clear that the imbalance in the data

class for damaged cells is very high, and this problem was
expressed as one of the 3 main challenges in solving the
problem. To train the model, we considered 80% of the data as
training and 20% as testing. The number of features used was
equal to 12, which is shown in Table 4. Also, the coordinates
of the data are stated in Table 4.

Table 4. Features used in the data

Features(Kpi)s Description

This indicator indicates the percentage of success in establishing or maintaining an ERAB connection between the
User Equipment (UE) and the Core Network. In other words, ERAB Success Rate tells us what percentage of user
requests to establish a Data Bearer connection were successfully established or continued without problems.

A:ERAB success Rate

S1Signal refers to the signaling between eNodeB (Evolved Node B) and MME (Mobility Management Entity) in an

B:S1Signal ERAB_Setup_SR LTE network. S1 signaling is responsible for initiating and managing data communications in the network.

RAN (Radio Access Network): The radio access network is responsible for wireless communication between user
devices (UEs) and the core network. It consists of various equipment such as base stations (eNodeB in LTE or
gNodeB in 5G).

Handover (or Handover) in mobile networks is the process of transferring a user's communications from one cell or
base station to another. This process occurs when the user moves or changes location (such as moving inside a car or
when moving between cell towers) in order to maintain uninterrupted connectivity.

C:RAN_avail Rate

D:HandOver

Inter-Frequency Handover (InterF-HO): This refers to the transfer of a user connection from one radio frequency to
another in the network. This type of handover occurs when a user needs to move from one frequency to another, for
example due to network traffic or better signal conditions.

E:InterF_HOOut SR

Intra-Frequency Handover (IntraF-HO): It means transferring a user connection from one cell to another cell on the
same radio frequency. This type of handover usually occurs when the user is moving and needs to change cells on
the same frequency to maintain the quality of the connection.

F:IntraF HOOut_SR

Call Drop Rate, in simple terms, indicates what percentage of users' voice calls are unintentionally dropped due to

oAl Dy e network problems. This indicator is an important metric for evaluating network quality and performance.

Circuit-Switched Fallback Rate (CSFB Rate) is a key performance indicator (KPI) in mobile networks that refers to
the success or quality of the process of transferring voice calls from an LTE (4G) network to older networks (such as
3G or 2G). This process is used due to the limitations of the LTE network in providing traditional voice calls.

H:CSFB_Rate

L:Call Setup Success Rate Call Setup Success Rate (CSSR) is a key performance indicator (KPI) in telecommunications networks that indicates
. ( Cp SSR) the percentage of calls that are successfully established. This indicator evaluates the quality and reliability of the
network in the process of initiating voice calls.

CQI (Channel Quality Indicator): A measure that the user device uses to report the quality of the radio channel to the
base station. This value ranges from 0 to 15:
A value of 0 indicates very poor channel quality.
A value of 15 indicates the best channel quality.

G:Average CQI

I:Radio Resource Control Radio Resource Control (RRC) is a control layer protocol in mobile networks (such as LTE and 5G) that manages
’ (RRC) radio communications between the user equipment (UE) and the network (eNodeB or gNodeB). It operates in the
Layer 3 Control Plane (L3 Control Plane) and is critical for managing and maintaining user communications.

Average UL Packet Loss (UL) is an important metric in telecommunications networks that measures the amount of
J:Average UL Packet Loss data loss from a user equipment (UE) to the network over a specified period of time. It is commonly used to evaluate
the quality of data transmission from the user equipment to the network for data services (such as mobile internet).

B: Data preparation
Data preparation is a crucial step in most learning operations,

features that have values significantly larger or smaller than
those of other features, ensuring a more accurate analysis.
serving various objectives across different learning domains.

. . . D: Data labeli
It is often viewed as a preprocessing phase that takes place ata 'abeling

To effectively identify defective cells, the datasets used must
have binary labels. Decision making involves selecting the
best option or assigning weights to different decision factors.
Each method has a specific role. Some measure criteria, others

before the main training process begins. Data preprocessing
consists of tasks such as feature equalization and mapping
values to specific time intervals. Additionally, a common
practice for collected data is to label the samples and assign

. s . . rank the options, and some evaluate the criteria. For labelin
them to specific classes, which is essential for supervised P g

learning models.

C: data standardization

The primary goal of preprocessing is to eliminate noise from
the data structure. For numerical data, data cleaning typically
involves processes such as normalization and standardization.
These operations help to remove the misleading effects of

the dataset, a multi-criteria technique such as VIKOR is used.
The VIKOR method is used to assign weights to each criterion
to evaluate the quality of the cell, while the options are ranked
based on their similarity to the ideal. The cell labeling process
consists of three general steps: 1) cell scoring, 2) cell ranking,
and 3) determining a threshold value to separate healthy cells
from defective cells and finally labeling the desired data
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sample. In this case, the threshold value was determined to be algorithms used in the research are introduced. Then, in the
0.3, which is obtained by considering the weight of each next section, the results obtained from combining each
indicator and the positive or negative coefficient of that algorithm with VIKOR are shown and then; after reviewing
indicator on the network performance. the results, the output obtained from the implemented
algorithm is compared with the baseline methods.
3.1 VIKOR Calculation MethOdOIOgy Naive Bayes Classification & VIKOR Result
Correctly Classified Instances 91.143 %
3.11 Decision Matrix Formation Incorrectly Classified Instances 4.857 %
Kappa statistic 0.1581
Construct initial matrix with dimensions 67,120 x 12: Mean absolute error 0.0485
e Rows: Each cell (67,120 cells) Root mean squared error 0.2193
o Columns: Performance indicators (12 indicators) Relative absolute error >1.4057 %
Root relative squared error 100.985 %
e Columns: Performance indicators (12 indicators) Time taken to build model 0.18 seconds

(1) D =|[X;j]wherei= 1t067120, j=1to12
Table 5. Naive Bayes Classification Result

3.1.2 Decision Matrix Normalization Precision Recall F-Measure Cell class
L L . 0913 0.964 0.938 A=0
Using linear normalization due to uniform measurement scale:
Xij e 0.866 0.887 0.872 B=1
2) Rij = (max X)) for positive indicator
min (X;) o Decision Tree Classification& VIKOR Result
(€) Rij = Xij for negative indictor Correctly Classified Instances 92.6878 %
Incorrectly Classified Instances 11.312 %
. . Kappa statistic 0.3023
3.1.3 Welght Ass1gnment Mean absolute error 0.1696
Root mean squared error 0.3252
Equal weights for all indicators: Relative absolute error 83.239 %
4) wj = ENY 0.0833 forj = 1to12 Root relative squared error 102.589 %
12 Time taken to build model: 0.04 seconds
3.1.4 Ideal and Anti-Ideal Values Table 6. Decision Tree Classification Result
Precision Recall F-Measure Cell class
Ideal values: 0.904 0914 0.900 A=0
(5) for positive indicators f;* = max(R;;) 0.923 0.985 0.953 B=1
(6)  for negative indicators (J, G)f;* = min(R;;) Random Forest Classification & VIKOR Result
J J
Anti-ideal values: Correctly Classified Instances 93.658 %
o . . * . B 0,
(7) for positive indicators fj — mm(Rij) Ecorrecttl}trv Ct.lasmﬁed Instances 11.312 /S
L . _ 3 appa statistic
(8) for negative indicators (J,G) fi” = max(R;;) Mean absolute efror 0.1683
Root mean squared error 0.2179
3.1.5 Calculation of Si and Ri Relative absolute error 82.6153 %
Root relative squared error 88.022 %
Fe—Rij Time taken to build model: 0.08 seconds
9) Si=Z[Wj*f’_ f],forj=1t012
¥ T

Table 7. Random Forest Classification Result

(10) Ry =max[(Wj = (f;* — f;-)], forj1to12

Precision Recall F-Measure Cell class
3.1.6 VIKOR Index (Q;) Calculation 0.936 0.949 0.944 A=0
0.897 0.900 0.899 B=1
« [(Si=sD) « [(Ri—R")
i o=v[E vy [

Table 8. Comprehensive evaluation of algorithms based on
comparison of overall performance indicators

12 S§* = min(S;), S = max(S;)
(12 R* = min(Ri),R" = max(Ri)

Algorithm Accuracy Kappa MAE RMSE Runtime(s)

Naive Bayes  91.143% 0.1581 00485 02193 0.8
4 Results y °

Decision Tree 92.6878% 0.3023 0.1696 0.3252 0.04
In this section, the results obtained from the proposed
algorithm are presented. First, each of the supervised

Random Forest 93.658% 0 0.1683 0.2179 0.08
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Im Perfarman ¥ vs Runtime

PFun Time [seconds)

Naive Bayes Declsian Tree Rancom Forest

Figure 4. Results based on response time

Algorithm Error Metrics and Agreement

Matric Value

T T
Halve Bayes Decisian Tree Rantgom Forest

Figure 5. Evaluation based on error criteria

Classification Performance Comparison (Precision, Recall, F-Measure)
1

Score
4

NB-A NB-B OT-A oT-B RF-A RF-B

Figure:6: Evaluation based on performance criteria

5 Conclusion

This research proposed a hybrid approach that integrates
supervised machine learning algorithms with the VIKOR
multi-criteria decision-making technique to address key
challenges in self-healing and fault management in next-
generation mobile networks. The results demonstrate
significant improvements in fault detection, diagnosis, and
compensation, particularly in handling the complexities and
heterogeneities of modern network infrastructures. Below are
a comprehensive evaluation of the findings and the advantages
of using VIKOR to overcome the challenges identified in this
study:

1. Comprehensive Evaluation of Results

The proposed hybrid approach was evaluated using three
supervised learning algorithms: Naive Bayes, Decision Tree,
and Random Forest. The results highlighted the strengths and
weaknesses of each algorithm:

Naive Bayes: Achieved 91.143% accuracy with low prediction
errors (MAE: 0.0485, RMSE: 0.2193), making it suitable for
real-time applications. However, its low Kappa score (0.1581)
indicated limitations in detecting minority classes.

Decision Tree: Achieved 92.6878% accuracy with a better
Kappa score (0.3023) and the fastest run time (0.04 seconds),
making it ideal for real-time fault detection.

Random Forest: Achieved the highest accuracy (93.658%) and
the lowest RMSE (0.279), but its Kappa score of 0 revealed
challenges in handling imbalanced data.

2. Advantages of Using VIKOR

The integration of VIKOR with machine learning algorithms
provided several key benefits:

Handling Data Imbalance: VIKOR's multi-criteria ranking
mechanism ensured that minority classes (faulty cells) were
given appropriate attention, improving the accuracy of fault
detection in imbalanced datasets.

Fault Prioritization: By ranking faults based on their severity
and impact, VIKOR enabled operators to prioritize critical
issues, optimizing resource allocation and reducing downtime.
Multi-Criteria Decision-Making: VIKOR's ability to balance
conflicting criteria (e.g., fault severity, performance metrics,
and operational costs) led to more comprehensive and realistic
evaluations of network health.

Improved Scalability and Flexibility: The combination of
VIKOR with machine learning algorithms enhanced the
adaptability of the solution to large-scale and heterogeneous
networks.

3. Overcoming Key Challenges

The proposed approach effectively addressed several
challenges in self-healing and fault management:

Data Imbalance: By prioritizing minority classes, VIKOR
mitigated the bias toward majority classes, improving fault
detection accuracy.

Lack of Fault Prioritization: VIKOR's ranking mechanism
ensured that high-impact faults were addressed promptly,
enhancing network reliability.

Complexity and Heterogeneity: The hybrid approach adapted
to the dynamic nature of modern networks, outperforming
traditional rule-based and parametric methods.

The integration of VIKOR with supervised learning
algorithms represents a significant advancement in self-
healing and fault management for next-generation networks.
By addressing key challenges such as data imbalance, fault
prioritization, and multi-criteria decision-making, this hybrid
approach offers a scalable, flexible, and efficient solution for
modern network infrastructures. Future work could explore the
application of this framework in other domains, such as IoT
and edge computing, to further validate its effectiveness and
adaptability. In general, it can be said:
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Phase 1 - Data Quality Enhancement: The VIKOR method
transforms unsupervised network data into structured, labeled
datasets by applying multi-criteria decision rules based on key
performance indicators. This resolves fundamental scalability
challenges in heterogeneous networks.

Phase 2 - Intelligent Classification: Supervised machine
learning algorithms then leverage this enhanced dataset to
achieve precise fault detection and classification, effectively
managing network complexity through automated learning
mechanisms.

The integration of rule-based VIOR prioritization with ML
adaptive learning creates a synergistic framework that
overcomes traditional limitations in handling large-scale,
complex network environments. This combined approach
ensures both scalability and accuracy in fault management.
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