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Renewable energy, particularly solar energy, is critical for sustainable
development, yet maintaining solar panel efficiency requires timely and accurate
fault detection. Federated learning has emerged as a promising solution by
enabling decentralized model training while preserving data privacy. However,
conventional aggregation methods such as FedAvg are vulnerable to adversarial
attacks, where malicious clients poison model updates and severely degrade
performance. In this paper, we present an enhanced federated transfer learning
framework for solar panel fault detection that leverages a pre-trained VGG-16
model for effective feature extraction and incorporates robust aggregation
techniques to defend against model poisoning. Specifically, we simulate a
poisoning attack scenario by introducing malicious clients that inject Gaussian
noise into their updates, and we evaluate two robust aggregation methods—Krum
and coordinate-wise median—against this threat. Experimental results
demonstrate that while standard FedAvg vyields a final test accuracy of only
19.21\% with an exorbitantly high loss, the Krum and coordinate-wise median
methods achieve significantly improved performance, with final test accuracies of
70.62\% and 72.88\% and test losses of 1.3161 and 0.7926, respectively. Notably,
these results are closely aligned with the performance of federated learning without
attack, which achieves 74\% accuracy with a final loss of 0.82, and centralized
learning, which reaches 75\% accuracy with a loss of 0.85. These findings
underscore the critical importance of robust aggregation in securing federated
learning frameworks for solar panel fault detection, providing a scalable and
privacy-preserving solution even in adversarial environments.

Keywords: Solar Panel Fault Detection, Federated Learning Security, Robust
Aggregation, Adversarial Attacks, Model Poisoning.
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1 Introduction

The increasing global energy demand, coupled with
growing environmental concerns and the finite nature
of fossil fuel reserves, has accelerated the adoption of
renewable energy technologies [1I]. Among these, solar
energy has emerged as a key contributor, with photo-
voltaic (PV) systems playing a crucial role in sustain-
able energy infrastructure [2I]. As solar panel installa-
tions expand to meet rising energy needs [2], ensuring
their operational efficiency remains a significant chal-
lenge due to performance degradation caused by envi-
ronmental stressors and equipment faults [3].

Reliable fault detection in PV systems is essential
for optimizing energy yield and minimizing mainte-
nance costs. Common failure modes such as microc-
racks, hot spots, and partial shading can lead to power
losses of up to 30% if left undetected [6]. Recent ad-
vancements leverage deep learning techniques, includ-
ing convolutional neural networks (CNNs) for infrared
image analysis [4] and IoT-enabled monitoring systems
[5]. While centralized approaches have demonstrated
high accuracy [8], they present inherent challenges re-
lated to data privacy and scalability.

Federated learning (FL) has emerged as a trans-
formative approach in distributed machine learning,
enabling collaborative model training without sharing
raw data [I7]. This paradigm is particularly beneficial
for solar fault detection, where privacy concerns and
the geographical dispersion of PV systems pose signifi-
cant constraints on centralized methodologies [13] [34].
To improve FL’s performance in data-limited environ-
ments, transfer learning techniques utilizing pretrained
vision models are integrated, facilitating robust feature
extraction while reducing computational demands on
client devices [9]. Unlike conventional FL approaches
that primarily focus on data aggregation [19], federated
transfer learning (FTL) introduces model personaliza-
tion mechanisms that address data heterogeneity and
annotation limitations across distributed clients [20].

Despite its advantages, the decentralized nature of
FL introduces vulnerabilities to adversarial attacks,
compromising model integrity and the reliability of
energy production [27]. In solar fault detection sys-
tems, malicious clients can execute model poisoning
attacks by injecting manipulated local updates, which
is particularly concerning given the critical nature of
energy infrastructure [30]. One such attack involves
Gaussian noise injection, where adversaries introduce
additive noise A'(u,0?) into their model updates, ob-
scuring fault signatures in infrared images [29]. This
attack poses several challenges: (1) Noisy gradients can
mask early-stage panel degradation, delaying essential
maintenance actions; (2) Reduced fault detection ac-
curacy leads to undiagnosed efficiency losses, impact-
ing energy production; (3) The stealthiness of the at-
tack enables gradual performance deterioration, evad-
ing conventional anomaly detection mechanisms [28].
Traditional aggregation methods such as FedAvg are
particularly susceptible to these attacks due to their
equal weighting of all client updates, irrespective of

their reliability [3T].

To counteract these threats, robust aggregation
schemes tailored for solar fault detection scenarios are
employed. The Krum algorithm enhances resilience
by selecting the most representative client updates
based on pairwise Euclidean distances between gradi-
ent vectors, effectively filtering out poisoned updates
[32]. Additionally, coordinate-wise median aggregation
provides further robustness by computing the median
value for each model parameter independently across
clients, mitigating the impact of skewed noise distribu-
tions [33].

To address these challenges, an enhanced federated
transfer learning framework for solar panel fault de-
tection is proposed. The approach leverages a pre-
trained VGG-16 model for efficient feature extraction
and integrates robust aggregation techniques to miti-
gate adversarial threats. A poisoning attack scenario
is simulated by introducing malicious clients injecting
Gaussian noise into their model updates. The effective-
ness of two robust aggregation methods—Krum and
coordinate-wise median—is evaluated under these con-
ditions. Experimental results show that these methods
significantly improve resilience against attacks com-
pared to standard approaches. Notably, their perfor-
mance remains close to that of federated learning with-
out attacks and centralized learning, demonstrating the
robustness of these techniques in ensuring secure and
reliable federated learning. These findings highlight
the importance of robust aggregation in providing a
scalable and privacy-preserving solution in adversarial
settings.

The contributions of this study are as fol-
lows:

e A realistic adversarial scenario is formulated by
simulating model poisoning through Gaussian
noise injection, reflecting stealthy attack behav-
iors in federated environments.

e Robust aggregation methods—Krum and
coordinate-wise median—are integrated into the
federated learning process and examined for their
effectiveness in mitigating adversarial impacts.

e A comprehensive experimental evaluation is con-
ducted, comparing centralized learning, feder-
ated learning without attack, and federated
learning under adversarial conditions. The anal-
ysis includes the performance of three aggrega-
tion strategies, highlighting their relative robust-
ness and effectiveness in maintaining model per-
formance under malicious client behavior.

The remainder of this paper is organized as fol-
lows: Section II presents the proposed federated trans-
fer learning framework, describing its architecture, the
integration of VGG-16 for feature extraction, and the
incorporation of robust aggregation techniques to en-
hance security against adversarial attacks. Section III
outlines the experimental setup and provides a com-
prehensive analysis of the results, including dataset de-
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tails, model architecture, federated learning implemen-
tation, and a comparative evaluation of robust versus
non-robust aggregation methods under both adversar-
ial and non-adversarial conditions. Finally, Section IV
concludes the paper by summarizing the key contri-
butions, highlighting the impact of robust aggregation
on federated learning security, and discussing potential
avenues for future research.

2 Proposed Framework

2.1 Problem Formulation

The objective is to classify solar panel images into pre-
defined categories using a decentralized dataset dis-
tributed across multiple clients. Each client ¢ holds
a subset D; of the global dataset D = J;_, D;, where
n is the total number of clients. This distribution in-
troduces challenges such as data heterogeneity, privacy
preservation, and potential adversarial interference. In
our framework, some clients may behave maliciously by
injecting noise into their model updates, thereby un-
dermining the integrity of the aggregated global model
and reducing fault detection performance.

2.2 Federated Learning

Federated learning (FL) enables collaborative model
training across clients without sharing raw data,
thereby preserving privacy. To improve performance
in scenarios with limited labeled data, we integrate
transfer learning by leveraging the pre-trained VGG-
16 model for feature extraction. The model comprises
a frozen convolutional feature extractor and trainable
task-specific layers. Formally, the model output is
given by:
p<y | Z; 0) = ftask (fconv( econv) etask) (1)
where 6 = {0conv, Otask}, feonv represents the feature
extractor, and fiasx performs classification.
Each client 4 minimizes its local cross-entropy loss:

Li(0) == > logp(y|x;0). (2)

(z,y)€D;

where D; is the local dataset for client i.
Local model parameters are updated using stochas-
tic gradient descent (SGD):
oIt =0t — VL (6Y). (3)
where 7 is the learning rate, and ¢ represents the global
training round.
The global loss function is defined as:

Z |IDI

where | D;| represents the number of samples at client
i, and |D| is the total number of samples.

(4)

global

The server updates the global model by aggregating
the client updates:

()

0t+1 =

= I

where 92“ represents the updated parameters from

client 3.

2.3 Model Poisoning Attack

Federated learning systems are vulnerable to adversar-
ial attacks. In our framework, we simulate a model poi-
soning attack in which malicious clients perturb their
local updates by injecting noise. For any model param-
eter 6, a malicious client generates a poisoned update:
0 =0+e. (6)
where € ~ N(0,02) is Gaussian noise, and o is the
standard deviation of the noise distribution.
This perturbation is intended to distort the aggre-

gated global model, leading to reduced classification
accuracy and increased overall loss.

2.4 Robust Aggregation Methods

To mitigate the effects of adversarial updates, we in-
corporate two robust aggregation techniques: Krum
aggregation and coordinate-wise median aggregation.

2.4.1 Krum Aggregation

Krum aggregation enhances robustness by selecting the
client update that is most consistent with the majority.
For each client ¢, the Krum score is computed as:

si= Y [16: — 6%

JES;

(7)

where S; is the set of n — f — 2 nearest updates to 6;,
and f represents the number of malicious clients.

The update with the smallest score s; is selected as
the representative global update.

2.4.2 Coordinate-wise Median Aggregation

The coordinate-wise median method aggregates model
parameters by computing the median for each coordi-
nate across all client updates. For a given parameter
0, the aggregated global parameter is given by:

Oglobal = median (6, 62,...,60,). (8)
where 601,05, ...,0, are the corresponding parameters
from the n client updates.

This approach minimizes the influence of outlier
values introduced by adversarial clients.
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2.5 Framework Integration

The complete federated transfer learning framework in-
tegrates decentralized training with adversarial defense
mechanisms as follows:

1. Initialization: The server initializes the global
model 0y using VGG-16 pre-trained weights.

2. Federated Training: For each global round t:

(a) The server distributes the current global
model 6; to all clients.

(b) Each client fine-tunes the model on its lo-
cal dataset D; to obtain updated parame-
ters 0;“.

(c) Malicious clients simulate a poisoning at-

tack by injecting Gaussian noise into their

updates (as per Equation 7).

The server collects all local updates and ag-
gregates them using one of the following
methods:

e FedAvg (Baseline): Weighted aver-
aging of client updates (Equation 5).

e Krum: Selection based on the mini-
mum Krum score (Equation 7).

e Coordinate-wise Median: Aggrega-

tion via the median for each parameter
(Equation ).

(e) The global model is updated to 6;11 using
the aggregated update.

3. Convergence: The training process continues
until a predefined convergence criterion is met.

2.6 Advantages of the Proposed Frame-
work

The proposed framework offers several key benefits:

e Data Privacy: Raw data remains on local
clients, ensuring privacy.

e Robustness: The use of Krum and coordinate-
wise median aggregation mitigates the impact of
adversarial (poisoned) updates.

e Scalability: The decentralized approach sup-
ports large-scale deployment across distributed
PV systems.

e Enhanced Accuracy: Integration of transfer
learning via VGG-16 improves feature extraction
and fault detection performance, particularly in
data-limited scenarios.

This comprehensive framework provides a secure,
scalable, and high-performance solution for decentral-
ized solar panel fault detection, effectively address-
ing challenges related to data heterogeneity, privacy
preservation, and adversarial attacks.

3 Experimental Setup and Re-
sults

3.1 Experimental Setup
The experiments were conducted using the following
setup:

3.1.1 Dataset Details

The dataset utilized in this study comprises so-
lar panel images categorized into six distinct fault
types: Bird-drop, Clean, Dusty, Electrical-
damage, Physical-Damage, and Snow-Covered.
This dataset, named "Solar Panel Images Clean and
Faulty Images," is publicly available on Kaggleﬂ and
consists of a total of 885 images, with an uneven dis-
tribution across the fault categories. To maintain con-
sistency, all images were preprocessed and resized to a
uniform resolution of 244 x 244 pixels. Fig. [I] presents
a sample image from each category.

3.1.2 Model Architecture

A fine-tuned VGG-16 model served as the foundational
architecture for fault detection. The model was initial-
ized with pre-trained ImageNet weights, with its top
layers replaced by a Global Average Pooling layer, a
Dropout layer with a rate of 0.3, and a Dense layer
containing 6 output units, corresponding to the total
number of classes in the dataset.

3.1.3 Federated Learning Setup

The federated learning framework consists of a central
server and seven distributed solar panel clients. Five
of these clients store a subset of the dataset locally and
participate in legitimate model training, while the re-
maining two act as malicious clients. The server man-
ages the training process by collecting model updates
from all clients, aggregating them, and distributing the
updated global model back. The bidirectional commu-
nication ensures that data privacy is maintained, as
raw client data never leaves local devices. However,
the malicious clients do not perform genuine train-
ing; instead, they manipulate the received global model
by injecting noise into the trainable parameters before
sending poisoned updates back to the server, aiming
to degrade overall model performance. In our setup,
the noise is drawn from a Gaussian distribution with a
mean of zero and a standard deviation of o = 0.5, en-
suring a controlled but impactful perturbation to the
model updates in every training round. Fig. [2] illus-
trates the federated learning setup, highlighting the
interaction of legitimate and adversarial clients.

I Available at: https://www.kaggle.com/datasets/pythonafroz/solar-panel-images
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Bird-drop

Figure 1: Representative images from

Central Server

Figure 2: Federated learning setup for central server
experiment...

3.2 Results and Discussion

This section presents the experimental results, ana-
lyzing the performance of centralized and federated
learning in both benign and adversarial environments.
The evaluation includes accuracy and loss trends across
training rounds, highlighting the impact of adversar-
ial attacks and the effectiveness of robust aggregation
methods.

3.2.1 Centralized and Federated Learning

Without Attack

To establish a baseline, we first evaluate the perfor-
mance of centralized learning and federated learning
in a benign setting, without adversarial interference.
The centralized model, trained with full access to the
dataset, achieves a final test accuracy of 75% with a
loss of 0.85, demonstrating strong classification per-
formance. In contrast, the federated learning model,
where training occurs in a decentralized manner across
clients, attains a closely comparable test accuracy of
74% with a final loss of 0.82, confirming the feasibility
of federated learning in maintaining competitive accu-
racy while preserving data privacy. This slight perfor-
mance gap is expected due to the decentralized nature
of federated learning, where client updates are based

each of the six classes in the dataset.

on locally available data without full visibility into the
global distribution.

Fig. 3] and Fig. [] illustrate the accuracy and loss
curves for centralized training, showing smooth conver-
gence over training rounds. Similarly, Fig. 5]and Fig. [6]
depict the performance trends for federated learning,
demonstrating stable convergence behavior and mini-
mal deviation from centralized results.

Model Accuracy

= Train Accuracy
—— Test Accuracy

Accuracy

10.0 125 15.0 17.5 20.0

Epochs

25 5.0 7.5

Figure 3: Test accuracy progression for centralized
learning, showing steady improvement over training
epochs.

Model Loss
—— Train Loss
84 —— Test Loss
6 -
wn
wn
S
4 4
24
25 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Epochs

Figure 4: Test loss progression for centralized learning,
indicating smooth convergence with minimal fluctua-
tions.
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Test Accuracy per Round

—— Test Accuracy

Test Accuracy
o e o o b
w > w o ~

I
N

100

Figure 5: Test accuracy per round for federated learn-
ing without attack, demonstrating strong performance
close to centralized learning.

Test Loss per Round

—— Test Loss

Test Loss

100
Rounds

Figure 6: Test loss per round for federated learning
without attack, highlighting stable model convergence.

3.2.2 Federated Learning Under Adversarial
Attack

Next, we examine the impact of adversarial attacks
on federated learning. When trained using the stan-
dard FedAvg aggregation method in the presence of two
malicious clients injecting Gaussian noise, the global
model suffers a severe degradation in performance,
achieving only 19.21% final test accuracy with an ex-
cessively high loss. This highlights the vulnerability
of FedAvg to model poisoning attacks. Since FedAvg
aggregates all client updates without evaluating their
reliability, poisoned model parameters from malicious
clients are integrated directly into the global model.
This lack of robustness causes the aggregated model to
deviate significantly from the true gradient direction,
leading to unstable training dynamics and degraded
accuracy.

To mitigate this, we implement two robust aggre-
gation methods: Krum and coordinate-wise me-
dian. The Krum aggregation method, which selects
a client update closest to the majority, significantly

improves model resilience, achieving a final test ac-
curacy of 70.62% with a test loss of 1.3161. The
coordinate-wise median method, which aggregates up-
dates by computing the median for each parameter
dimension, further enhances robustness, achieving the
highest test accuracy of 72.88% with a final test loss of
0.7926. These results confirm the effectiveness of ro-
bust aggregation in mitigating adversarial interference
while preserving classification performance.

Fig. [7] and Fig. [§ compare the performance of Fe-
dAvg, Krum, and coordinate-wise median aggregation
under attack. The accuracy trends in Fig. [7] illus-
trate the severe degradation of FedAvg, while Krum
and coordinate-wise median demonstrate significantly
improved stability and learning progression. Similarly,
Fig. |8 highlights the difference in loss behavior, where
robust aggregation methods effectively limit model di-
vergence.

Test Accuracy per Round Under Adversarial Attack

o
o

o
n

— FedAvg
— Krum
—— Median

Test Accuracy (%)
o o
w =

©
N

=
i

Rounds

Figure 7: Test accuracy per round under adversarial
attack, comparing the performance of FedAvg, Krum,
and coordinate-wise median aggregation.

Test Loss per Round Under Adversarial Attack

— Krum
= Median

IS
L

Test Loss
w

0 20 40 60 80 100
Rounds

Figure 8: Test loss per round under adversarial attack,
demonstrating the robustness of Krum and coordinate-
wise median aggregation in stabilizing learning.

To summarize the impact of adversarial attacks and
the effectiveness of robust aggregation techniques, Ta-

POWER, CONTROL AND DATA PROCESSING SYSTEMS - Vol 2(4), 2025

Page | 6



Enhancing Security in Federated Solar Panel Fault Detection: Evaluating Robust Aggregation Methods Against Malicious Client Attacks

ble [[] presents a comparative analysis of test accuracy
and loss across different training scenarios.

Table 1: Comparison of test accuracy and loss under
different training conditions.

Training Method Accuracy (%) Loss
Centralized (No Attack) 75.00 £ 0.04 0.85 £ 0.01
FedAvg (No Attack) 74.00 £ 0.10 0.82 + 0.02
FedAvg (Attack) 19.21 + 1.20 High
Krum (Attack) 70.62 + 1.34 1.3161 £ 0.08
Median (Attack) 72.88 £ 1.18 0.7926 + 0.06

As seen in Table [T FedAvg fails under adversar-
ial conditions, while Krum and coordinate-wise me-
dian significantly improve resilience, restoring accuracy
close to non-attacked federated learning. These find-
ings reinforce the necessity of robust aggregation tech-
niques in securing federated learning for solar panel
fault detection, ensuring reliable performance in ad-
versarial environments.

4 Conclusion

In this paper, a federated transfer learning framework
was extended for solar panel fault detection, address-
ing the challenge of adversarial attacks in decentral-
ized environments. A model poisoning scenario was
simulated in which malicious clients injected Gaussian
noise into their updates, leading to significant perfor-
mance degradation under standard FedAvg aggrega-
tion. While federated learning without attack achieved
a test accuracy of 74% with a final loss of 0.82, and cen-
tralized learning reached 75% accuracy with a loss of
0.85, FedAvg under attack dropped sharply to 19.21%
accuracy with an excessively high loss. In contrast, ro-
bust aggregation methods significantly mitigated this
effect: Krum achieved 70.62% accuracy with a final
loss of 1.3161, and coordinate-wise median further im-
proved performance to 72.88% accuracy with a loss of
0.7926. These results demonstrate that robust aggre-
gation can restore federated learning performance to
near non-adversarial levels while preserving data pri-
vacy and scalability. Despite these promising results,
several avenues remain for future work. First, the cur-
rent study focuses on model poisoning, where malicious
updates directly manipulate model parameters. How-
ever, many real-world threats arise from data poisoning
strategies—such as label flipping, backdoor injection,
or adaptive attacks targeting data semantics. Future
studies will explore these more sophisticated and sub-
tle adversarial behaviors to broaden the threat model
and validate the robustness of federated learning under
diverse attack scenarios.Second, the dataset employed
in this work though highly relevant to the solar fault
detection domain is relatively niche in size. This con-
straint influenced the number of participating clients in
our simulation. As part of future research, larger and
more heterogeneous datasets will be incorporated, and
experiments will be scaled to include more clients. This
will help assess both the scalability and generalizability

of the proposed framework under realistic federated de-
ployment conditions.While Krum and coordinate-wise
median were selected due to their popularity and com-
putational simplicity, they represent only a subset of
robust aggregation strategies. Future work will ex-
plore more advanced aggregation techniques and ro-
bust client selection methods. This expanded analysis
will help identify aggregation or defense strategies that
are best suited for specific attack types, system con-
straints, or application domains.
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